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The Honorable Gina Raimondo

Secretary

U.S.DepartmentofCommerce

1401ConstitutionAvenueNW

Washington, D.C.20520

DearSecretaryRaimondo,

We arewritingto requestthat the U.S. Departmentof Commerce (Commerce) investigate

possible exportcontrolrisks for Group 42 Holdings (G42), anEmiratiartificial intelligence

companythatworks extensively withthe People'sRepublicofChina (PRC) s military,
intelligenceservices, and state-ownedentities. G42 is a multibillion-dollar AI company chaired

by Sheikh Tahnoon bin Zayed, the UAE'sNationalSecurityAdvisor, and CEO PengXiao.

G42'skey investors are the Abu Dhabisovereignwealth fund Mubadala alongwith U.S.private

equity firm SilverLake.

Accordingto documentsreviewedby theCommittee, G42'sCEO PengXiao operates

and is affiliatedwith anexpansivenetworkofUAEandPRC-basedcompaniesthatdevelop

dual-usetechnologiesand materiallysupportPRCmilitary-civil fusionandhumanrightsabuses.

Forexample, Xiao served in leadershippositionswith Pegasus, whichis a subsidiaryof an

Emiraticompanycalled DarkMatter. DarkMatteris a corporateaffiliateofG42thatdevelops

spywareand surveillancetools that can be usedto spy on dissidents, journalists, politicians, and

U.S.companies. Accordingto the WireChina, Pegasusopeneda subsidiaryinChinacalled

PegasusTechnologyBeijing, whereXiao serves as theexecutivedirector. Manyofthe tools

developedbyPegasusand DarkMatterare subject to exportcontrols. TheU.S.Departmentof
State( State) has even fined formerAmericanemployeesof DarkMatterfor violationsofthe

Arms ExportControlAct. While State hastaken actionagainst DarkMatter, Commerce'sBureau

ofIndustryandSecurity (BIS) has failed to placeany restrictionson DarkMatter, G42, ortheir
affiliatedcompanies.
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Multiple U.S.companies that develop and sell export-controlled technology and products

maintain extensive commercial relationships with G42 and its subsidiaries, to include Microsoft,

Dell, and Without restrictions on G42, the hardwareand software developed bythese

U.S. companies are at significant risk for diversion to G42's PRC-based affiliates, manyof
which support the CCP's surveillance state and human rights abuses.

G42maintainsactive relationshipswithblacklistedentities includingHuaweiand Beijing
GenomicsInstitute(BGI . BIS has already targeted G42'spartners andcommercialcustomers,

to includeBGI. InMarch2023, BIS placed BGIsubsidiaries on the Entity Listbecausethe data

and genomic informationthese companies specialize in poses a significantrisk of contributing

to monitoringand surveillanceby the governmentof Withoutnew restrictionsagainst

G42, the company's extensive capabilitieswill providemuch-needed analyticalcapacity for

BGIto exploitthe data it has collected fromAmericancitizens, to includemillionsofpregnant

women. Relatedly, export controls against Huaweiwillbe further underminedifHuaweican
accessand/or acquireadvanced hardwareandcloud computingservices throughitspartners
likeG42.

The G42 network also present risks to critical technology and export-controlled research

at U.S.universities. For example , in June 2023 G42 signed a research partnership agreement
with the U.S.-based entity Petuum, which is an laboratory created by the Carnegie Mellon

University Chinese company Tencent was also a leading original investor inPetuum. Tencent

and Huaweijointly operate multiple PRC-based AI and cloud computing laboratories. Petuum's

founder , Eric Xing, and CEO Peng Xiao also maintain executive leadership positions

together at the UAE's Mohamed bin Zayed University ofArtificial Intelligence (MBZUAI).

MBZUAI maintains extensive relationships with PRC universities subject to U.S. export controls
military end-users . Inan op-ed in PRC state-owned media, the chairman of MBZUAI

stated we all have much to gain from international cooperation and knowledge sharing on AI.

That's why I hope that MBZUAI becomes yet another successful example ofour two great
countries [UAE and PRC working together . Given the extensive corporate connections and

public pronouncements calling for greater cooperation between MBZUAI and the PRC, we urge

BIS to investigate whether G42 and Xiao are using their official partnerships and personal
connections with Carnegie Mellon University, Petuum, and MBZUAI to facilitate illicit

technology transfer .

Mark Mazzetti & Edward Wong, Inside U.S. Efforts to Untangle an A.I. Giant's Ties to China , N.Y. TIMES (

27, 2023) available at www.nytimes.com/2023/11/27/us/politics/ai-us-uae-china-security-g42.html .
Jon Gambrell & Michelle L.Price, US warned Nevada not to use Chinese COVID tests from UAE, AP NEWS (Oct.

15,2020) available at www.apnews.com/article/virus-outbreak-technology-dubai-nevada-united-arab-emirates
0755b0ed4a9a750bcac432300ca69275 .
3

PhilipWang& KathleenMagramo, USadds Chinesegeneticsfirmsto tradeblacklistoversurveillance

allegations,CNN (Mar. 2, 2023) available at www.cnn.com/2023/03/02/business/us-blacklist-bgi-chinese-genetics
surveillance-companies -intl-hnk/index.html.

Kirsty Needham& Clare Baldwin, China's gene giant harvests datafrom millionsofwomen, REUTERS (July 7,

2021) available atwww.reuters.com/investigates/special-report/health-china-bgi-dna/.



The Committee furthermore urges BIS to investigate threats to U.S. export control

research being facilitated by Dr. Song-Chun Zhu, who was the former director of an center at

the University ofCalifornia Los Angeles (UCLA) and now serves as one DarkMatter's lead AI

research collaborators . As documented in a recent investigation into Zhu, Zhu worked on

Department ofDefense-funded dual-use research at UCLA while simultaneously participating in

the Chinese Communist Party's Thousand Talent plan, which requires its participants to acquire
research and technology on behalf of the PRC government . After leaving UCLA in2020, Zhu

created a new laboratory with the PRC Ministry ofScience and Technology called the Beijing

Institute for General Artificial Intelligence (BIGAI) . Zhu's return to China and subsequent

establishment ofBIGAI was labeled by Georgetown University's Center for Security and

Emerging Technology as problematic for U.S. national security and a long-term research

integrity problem. The same report states that BIGAI recruited over 30 foreign-trained
scientists and " many of them were members of Zhu's American-trained UCLA team, while those

stillatUCLA continue to coauthor with staff at BIGAI. Documents reviewed by the Committee

also identify that Zhu and Eric Xing have a decades long relationship and have lectured at

conferences together and Zhu has extensive ties with G42 through joint research projects with its

subsidiary Inception Institute of Artificial Intelligence . Ensuring that no further dual-useresearch

or controlled technology is routed to G42 via BIGAI requires BIS action to investigate
DarkMatter and other G42 affiliates in the PRC.

Therefore, I respectfully request Commerce closely examine whether G42 and the

followingsubsidiaries and affiliates warrant inclusionon the BIS EntityList:

G42ShanghaiInvestment Co.Ltd.

InceptionInstituteofArtificial Intelligence

PresightAI

Hayat BioTech
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Pegasus Technology (Beijing) Co. Ltd.

BeijingQingziFutureNetworkTechnologyCo.Ltd.

Guangzhou Heygears Technology Co. Ltd.

BeijingYeecall InteractiveNetworkTechnology Co.Ltd.

DarkMatterAITechnology ( Guangzhou) Co., Ltd. ( AKA DarkMatter )

DarkMatter( HongKong) IntelligentTechnologyCo.Ltd.

Dark Matter (Beijing) IntelligentTechnology Co. Ltd

DarkMatter(Shenzhen) IntelligentTechnologyCo.Ltd

DarkMatter(Chengdu) IntelligentTechnologyCo.Ltd

Didi Kirsten Tatlow , Exclusive: U.S. Gave $30 Million to Top Chinese Scientist Leading China's AI Race,
( 1, 2023) available at www.newsweek.com/us-gave-30-million-top-chinese-scientist-leading

chinas-ai-race-1837772.
6

Huey-Meei Chang & William C. Hannas, Spotlight on Beijing Institute for General Artificial Intelligence, China's
State-Backed Program for General Purpose , FOR SECURITY AND EMERGING TECHNOLOGY (May 2023)
available atwww.cset.georgetown.edu/wp-content/uploads/CSET-Spotlight-on-Beijing-Institute-for-General
Artificial-Intelligence-1.pdf.



Ifyou find that G42 or one of the above-mentioned subsidiaries or affiliates does not

warrant inclusion on the BIS Entity List, please provide a detailed explanation as to why as soon

as possible but no later than February 2nd 2024.
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The HouseSelectCommittee on the Strategic CompetitionBetweenthe United States

and the Chinese CommunistPartyhasbroad authority to investigateand submitpolicy

recommendationson the status ofthe Chinese CommunistParty's economic, technological, and

security progress and its competitionwith the United States under H.Res. 11.

Tomakearrangementsto delivera responseor ask any relatedfollow-up questions,

pleasecontactSelect Committeestaffat (202) 226-9678.

Thank you foryour attentionto this importantmatter andprompt reply.

Sincerely

MikeGallagher
Chairman

SelectCommitteeon the CCP


